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Introducing Mailock 

Mailock is a new secure email delivery system from Beyond Encryption. It is designed to provide: 

¶ a simple, effective and highly secure transport mechanism for your sensitive and confidential email content and 

attachments.  

¶ a system that allows you to send and receive secure email across multiple platforms and devices.  

¶ a means of identifying your intended recipient before permitting access to any of  your sensitive data. 

¶ a means of tracking when your intended recipient  has opened a document. 

Business Users 

If you are a business user, Business Licensing and a Company Administration portal are available to help you set your 

business up.  

 

The portal includes tools that allow you to ôwhite-labelõ the solution and to ease deployment of the software across your 

user base. 

 

Please contact the team at Beyond Encryption for further details. 

 

What do you need to run Mailock? 

The pre-requisites for running Mailock are minimal and dependent upon the way in which you wish to use the system . 

The following three options are available: 

In a browser 

This is the lightest touch approach to using Mailock and all you will need is a browser (all current popular browsers are 

supported), access to the internet and the email account that you wish to use.  

On a mobile device 

Mobile apps are available for your mobile devices and we support the following operating systems:  

¶ iOS: v9.x and above 

¶ Android: v4.4 (Kit Kat) and above. 

The apps are available for free download from The App Store and The Play Store; just search for ôMailockõ. 

As an ΨAdd-InΩ to your Outlook client 

Mailock is available as an ôAdd-Inõ to Microsoft Outlook and this option provides the richest user experience in terms of 

ease of use and functionality. In order to run the Outlook ôAdd-Inõ you will require the following: 
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¶ A computer capable of running Microsoft Office 2 010.  

¶ Microsoft Outlook 2010 onwards (both 32 -bit and 64-bit options are supported) . 

Installation of the Outlook Add -In is covered in our Outlook Add -In Installation guide which is available for download in 

the resources section of our website. Installation requires administrator privileges over your computer and thus may 

require the assistance of your IT administrator. 

 

Using Mailock in your browser 

Registering and activating an account 

All users must register and activate a Beyond Encryption account before accessing the Mailock system and the process 

may be completed using any of the web, mobile or ôAdd-Inõ options described above. Once registered, your secure 

email can be accessed via your normal email Inbox using whichever software option you choose. 

 

Registration takes just a couple of minutes and may be achieved as follows: 

 

Browse to https://www/.besecuremail.com, click the ôSign up nowõ button on the home page and create your account by 

completing the form  and clicking the ôNext stepõ button. 

 

 

https://www/.besecuremail.com
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Note that we ask you to set a complex password when creating your account, this is for your security. 

When you click ôNext stepõ, the website will tell you to check your inbox for an activation email that the Mailock system 

sends out. The email is sent immediately so you shouldnõt need to wait very long for it to appear in your inbox. We use 

this activation email process to prove that you are in control of the email address that you h ave just registered. If you 

find that your activation email doesnõt arrive in your inbox, please check your spam folders and with your IT 

administrator if you have email filtering /quarantining software running.  

 

 

 

Go to your normal inbox and open the act ivation email, it will look like this:  
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Clicking the ôActivate this email addressõ will activate your Beyond Encryption account and allow you access to the 

Mailock secure email system. We will show you a page similar to the one below and send you a welcome email when 

your account has been successfully activated. 

 

 

 

You are now ready to send and receive secure email using the Mailock system. 

 

 



 

 Beyond Encryption, 1 Gloster Court, Whittle Avenue, Fareham, PO15 5SH 
www.beyondencryption.com 

Reading your secure email 

When using Mailock there are no new inboxes or sent items lists to manage, everything starts from the email client that 

you use every day, whether that be on your mobile device or your desktop or laptop computer.  

 

To read a secure email that you have been sent, simply go to your inbox and locate your secure email, it will be similar 

to the o ne illustrated below.  

 

 

 

Click the ôRead my messageõ link and you will be taken to the ôSign Inõ page of the website.  

 

 
 

Enter your username and password credentials (you set these up when you registered to use the system) and ôSign Inõ. If 

this is the first secure email that you have received from the Sender, they will have set and shared with you a ôsecret 

challengeõ and a form similar to the one shown below will appear.  You must enter the answer to their secret challenge 
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now to prove your identity to them; only once you have successfully answered the Senderõs secret challenge will the 

contents of the secure email be shared with you. 

 

Enter the answer to the Senderõs challengeê 

 

 

 

And the contents of your secure email will be revealed.  

 

Donõt worry, you donõt have to remember the secret challenge as once you have answered it correctly, you are added to 

the Senderõs ôsecure communityõ and further challenges are not necessary (they do however remain optional at the 

Senders discretion). 
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Replying to your secure email 

If you wish to reply, simply click the ôReplyõ button and a compose window as illustrated below  will appear. Type your 

reply, add any attachments and press the send button, note the Carbon copy checkbox which by default sends a copy of 

the email into your own inbox.  
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Once your email has been sent, you will see a ôsend secure completeõ page similar to the one below. 
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Composing and sending a new secure email 

If you wish to send a new secure email, you can log into the website and compose a new secure email by clicking the 

compose button in the main ribbon (highlighted in the screenshot below). Once you have entered the email address of 

your recipient and the subject of your email, the compose process is identical to the reply process. 
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Using Mailock ǿƛǘƘ ŀƴ Ψhǳǘƭƻƻƪ Add-LƴΩ 

Registering and activating an account 

Users may download and install the ôOutlook Add-Inõ prior to registering for an account with Beyond Encryption and an 

installation guide is available for download from our website.  This guide covers installation to both desktop and remote 

desktop environments. 

 

The Outlook ôAdd-Inõ has been designed to automate registration and the process may be started by clicking the 

Mailock tab in your Outlook ribbon followed by the ôSign inõ button. 

 

 
 

At the ôsign inõ screen, click the ôNot registered yet?õ link under the ôSign Inõ button. 

 

 

 

Complete the õsign up for a new accountõ form (right hand side) and click ôSign upõ to create your account. Note that for 

your security, the same password complexity rules as for the web registration will be applied when setting your 

password (see web registration form above for details). 

 






























