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Introducing Mailock

Mailock is a new secure email delivery systemfrom Beyond Encryption. It is designed to provide:

1 asimple, effective and highly secure transport mechanism for your sensitive and confidential email content and
attachments.

1 asystem that allowsyou to send and receive secure email across multiple platforms and devices.

a means of identifying your intended recipient before permitting access to any of your sensitive data.

1 a means of tracking when your intended recipient has opened a document.

=

Business Users

If you are a business user, Business Licensing and a Company Administration portal are\ailable to help you set your
business up.

The portal includes tobbhbetbBathal solwuybantandwhotease derg
user base.

Please contact the team at Beyond Encryption for further details.

What do ya need to run Mailock?

The pre-requisites for running Mailock are minimal and dependent upon the way in which you wish to use the system .
The following three options are available:

In a browser

This is the lightest touch approach to using Mailock and all you will need is a browser (all current popular browsers are
supported), access to the internet and the email account that you wish to use.

On a mobile device

Mobile apps are available for your mobile devices and we support the following operating systems:

1 i0S: v9.x and above
1 Android: v4.4 (Kit Kat) and above.

The apps are available for freedownload from The App Store and The Pl ay Store; ju
As anAdd-InCo your Outlook client

Mailock isava | abl e a&lsn @ nt @ AMidc r and thi dptio®Oprdvities thekrichest user experience in terms of
ease of wuse and functionalit-yndlynwoorwiekl toequinr e heh®utobbl
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1 A computer capable of running Microsoft Office 2 010.
1 Microsoft Outlook 2010 onwards (both 32 -bit and 64-bit options are supported) .

Installation of the Outlook Add -In is covered in our Outlook Add-In Installation guide which is available for download in

the resources section of our website. Installation requires administrator privileges over your computer and thus may
require the assistance of your IT administrator.

Using Mailock in your browser

Registering and activating an account

All users must register and activate a Beyond Encryption account befoe accessing the Mailock systemand the process
may be completed using any-lof® wipe i wab, dasceé iediskemd your Beduded .
email can be accessed via your normal email Inbox using whichever software option you choose.

Registration takes just a couple of minutes and may be achieved as follows:

Browse to https://www/.besecuremail.com, c¢l i ck the &éSign up nowdé button on t
completingtheform and c¢l i cking the ONext stepd button.
9
A MAILOCK HOME  HOWITWORKS ABOUT  RESOURCES DOWNLOADAPP  CONTACT  HELP  SIGNIN
A Beyond Encryption product
Sign up for a FREE account and receive the Create your account
following...
Username (primary email address)
Feature Freemium  Premium
First name
Use Your Bxisting Email System v v
7| Send&Recsive Securely v v Lastname
Vietify Recipient Identity & Read Receipt v v
Set a password
Encrypted Mezzage Vallt 50MB' 50058 Your password must be at least § characters in length and contain at least 3 of the
following
o Message Life godayewpiry 355 days? Eo
« special characters leg la#5%&")
\_/%/? Attachment Size Limit sMB* 2BMBES [
,)( Revoke Sert Emails x v
Confirm your password
‘,x!| Achert Free Email x v

Upgrade to a PREMIUM account at any time for
just £30 (inc VAT) per year.

Click here if you need help.
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Note that we ask you to set a complex password when creating your account, this is for your security.
When you click 6Next step6, the wednadivateon emaillthatthe Baildck systemm t o

sendsoutt. The emai l is sent immediately so you shoul dndusenee
this activation email process to prove that you are in control of the email address that you have just registered. If you
find that your activation emai/l doesndt arrive in your

administrator if you have email filtering /quarantining software running.

®

MAlLOCK HOME  HOW ITWORKS  ABOUT  RESOURCES DOWNLOADAPP  CONTACT  HELP  SIGN IN
A Beyond Encryption product

Activate your email address Just two clicks away from secure email

1. Open the activation email we've sent to mike assay@gmailcom

2. Click the link in the email we've sent you to activate your
address

{If you can't find it, check your spam or junk folders).

Click here if you need help.

Go to your normal inbox and open the act ivation email, it will look like this:

Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
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@Reply @_Reply All @Forward
Mon 26/03/2018 14:31

BE Beyond Encryption <notifications@beyondencryption.com>

Beyond Encryption account activation
To mike.assay@gmail.com

o Click here to download pictures. To help protect your privacy, Qutlook prevented automatic download of some pictures in this message.

Dear mike,

You need to activate mike.assay@gmail.com so that you can use it

with your Beyond Encryption account.

Activate this email address

Beyond Encryption

Clicking the ©O6Activate this email addressdo will activat
Mailock secure email system. We will show you a page similar to the one below and sendyou a welcome email when
your account has been successfully activated.

®

HOME HOW IT WORKS ABOUT RESOURCES DOWNLOAD APP CONTACT

Welcome to the world of 'ldentity Success

co ication®"
Assured Communication® Congratulations! Your Beyond Encryption account is

now activated

m Return to your normal email inbox to locate and open
@ YOur secure messages
Click here if you need help.

You are now ready to send and receive secure email using the Mailock system.

Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
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Reading your secure email

When using Mailock there are no new inboxes or sent items lists to manage, everything darts from the email client that
you use every day, whether that be on your mobile device or your desktop or laptop computer.

To read a secure email that you have been sent, simply go to your inbox and locate your secure email, it will be similar
to the one illustrated below.

Folder  View  Add-ins  Help  Mailock ) Tel
Fo % [ Ignore — T 3, V. P Search People
= 8 . X et 1] ! ;
8 - Clean Up - € e > 9 3 - 24 Address Book

ComposeNew New New New &, .. = DeleteAchive Reply Reply Foward G More = s create New . Move Rules OneNote Unread Follow W rijrer mail -  Send/Receive
Secure Email  Emall Items = Meeting I = » Read Up- All Folders

Mailock New  TeamViewer Delete Respond Quick Steps : Move Tags Find Send/Receive
4 Favorites < earch Current Mailb <

£ &Reply T¢Reply All (3Forward
nbox 39 nbox > Mon 26/03/2018 1545
et D I

e michael wakefield .

: Ny Gt it e reading secure email

. ve used Mailack by To mieassay@amad.com

4 mike assay@gmail.com I've used Mailock by Beyond Encryption to secure the content of

e this email.

[Gmail)
Read my message

Outbox
Scheduled
Security s of paramount importance to Beyond Encryption. If you have any concern
Sync issues (This computer only)
s h Folds about the source of this email, please contact the sender at Beyond Encryption to verify
<arch Folders
that we have generated this email

4 Encrypt

Click the 6Read my message6 |ink and you wil!/ be taken to

®
|\!ﬂ MAILOCK HOME  HOWITWORKS ABOUT  RESOURCES DOWNLOADAPP  CONTACT  HELP
A Beyond Encryption product.
Username
Password
/e Torgolten my password
Click here if you need help.

Enter your username and password credentials you set these up when you registered to use the system)and 6 Si gn
this is the first secure email that you have received fr
0 imi wi |
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now to prove your identity to them; only once you have
contents of the secure email be shared with you.

Enter the answer to the Senderds chall engeé
MA||_OCK HOME  COMPOSE  DOWNLOAD APP  RESOURCES  UPGRADE  MIKE ASSAY (FREE) -
A Beyond Encryption product
The sender has s security question

to prove your identity...
our agreed passphrase?

Enter your answer below

Click here if you need help.

And the contents of your secure email will be revealed.

Doné6t worry, you dono6t have to remember the secret chall e
the Senderds O6secure communityd and further chall enges ¢
Sendersdiscretion).

MAILOCK Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
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Q)
RA]|MAILOCK HOME  COMPOSE  DOWNLOAD APP  RESOURCES

UPGRADE

MIKE ASSAY (FREE) ~

A Beyond Encryption procuct

reading secure email

michaelwakefield@beyondencryption.com
34BPM

Tor mike assay@gmailcom

This is & secure email.

Michael Wakefield

Operations Director

T +44 (0)7464 349476 E: michaz] wakefisld@bayondencryption com

W: wwwheyendencryption com A 1 Gloster Court, Whittle Avenue, Fareham PO1S 55H
[nfv]

@ BEYOND
ENCRYPTION

Replying to your secure email

If youwishtoreply,si mply click the O6Repl yd 4asilusttatechbelanwvdll agpeac dypepyous e

reply, add any attachments and press the send button, note the Carbon copy checkbox which by default sends a copy of
the email into your own inbox.

MAILOCK
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Secure Reply

To: michaelwakefield@beyondencryption.com
Subject: RE: secure email

Carbon copy v
me:

type your reply here...

testing

Michael Wakefield
Operations Director

T. +44 (0)7464 549476 E: michaelwakefield@beyondencryption.com
Wawww.beyondencryption.com A: 1 Gloster Court, Whittle Avenue, Fareham. PO15 55H.

Attachments

Click here to add a file (or drag a file here)

Max file size: 30Mb, max number of files: 5

Once your emai l has been sent, pagesimiartdtheorebalowa O6send secur

Beyond Encryptiort, Gloster Court, Whittle Avenue, Fareham, PO15 5SH
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@ MA'LDCK HOME COMPOSE DOWNLOAD APP RESOURCES UPGRADE MIKE ASSAY (FREE) ~

A Beyond Encryption product

Secure send complete

m Your recipient(s) will receive your secure email soon.

n To send and reply to secure emails directly from your
email client, you can download our Outlook add-in or
install one of our mobile apps
Download now

Click here if you need help

Composing and sending a neecure email

If you wish to send a new secure email,you can log into the website and compose a new secure email by clicking the
compose button in the main ribbon (highlighted in the screenshot below). Once you have entered the email address of
your recipient and the subject of your email, the compose process is identical to the reply process.

@ MA'LOCK HOME COMPOSE DOWNLOAD APP RESOURCES UPGRADE MIKE ASSAY (FREE) ~

A Beyond Encryption product

Secure send complete
Your recipient(s) will receive your secure email soon.
To send and reply to secure emails directly from your

email client. you can download our Outlock add-in or
install one of our mobile apps.

Click here if you need help.

(b
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UsingMailockg A 0 K | y Adéth yz0 f 2 2 |
Registering and activatiragn account

Users may downl oad and-linms tparlilort hteo Ga€eoghihsiohdeyont Endryptionm andaan
installation guide is available for download from our website. This guide covers installation to both desktop and remote
desktop environments.

The Outl donkd o6hAadsd been de s iregistratidn and theapuotessmmaay lee started by clicking the
Mail ock tab in your Outlook ribbon followed by the 6Sign

Drafts - michael.wakefield@b¢]

Home Send / Receive Folder View Add-ins He.n Y Tell me what you want to do
w OS: Windows 10 Pro (64 Bit) Open Log Folder

g Outlook: 16.0.0.9029 (32 Bit)
Check For Updates Mailock Add-in: 1.2.230.0

Actions Version Diagnostics

At the O6sign ind screen, kcluindlerth@dedRN&i gneggindt bued oynet 206

Compl ete the &6sign up for a new accountd form (right hanoc
your security, the same password complexity rules as for the web registration will be applied when setting your
password (see web regstration form above for details).
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